Terminal Server User ID

1. Installation

Requirements:

- Microsoft Terminal Services 2003, Citrix Metaframe Presentation Server 4.0 or 4.5

- The administrator on the terminal server needs to install TS Agent, and configure TS
Agent to be started only by the administrator, so other remote logon users cannot
control TS Agent.

- Since TS Agent needs to install driver, the installer must have the administrator rights

The install will first check to see if the TS agent is compatible on the operating system
its being installed on. If the operating system isn’t compatible it will pop up with the
error message as in figure 1-1.
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Figure 1-1

The TS agent installer will request a destination folder for the install as in figure 1-2.

Select Installation Folder
palozlto

The installer will install Pan Terminal Server Agent to the following folder.

To install in this folder, click "Next". To install to a different folder, enter it below or click "Browse".

Folder:
C:\Program Files\Palo &lto Networks\Pan Terminal Server Agent, Browse... |

Disk Cost.. |

Cancel < Back




Figure 1-2
For new installation the administrator doesn’t need to reboot the system; however,
without reboot, TS Agent can only identify the new outbound TCP/UDP traffic. For the
TCP/UDP traffic occurring before the installation, PAN TS Agent can not identify.

2. Configuration of PAN TS Agent on Terminal Server
Main panel

The TA Controller is the application used on the Terminal Server for configuration and
verification of agent status. Figure 2-1
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Figure 2-1

The main panel will show Connection List which displays each PAN device connected to
the TS agent as well as the device access control list.

By default Device Access Control list is disabled. Enable this option if you want to
specify which PAN device the TS Agent will listen to. The TS agent will ONLY accept
incoming connections from the devices in the allow list.



Configure Panel
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Figure 2-2
Listening port: It is the port that the TS Agent communicates on the PAN device with.
Source port allocation range: Range of source ports users will be able to pull from.

Reserved Source ports: Ports that need to be excepted from the source port range
because another service running on the Terminal Server needs it to communicate with.

Port allocation start size Per User: Minimum port allocation for new user port lease.

Port allocation Maximum Size Per User: Maximum port allocation for user port lease.

Fail port binding when available ports are used up: Prevents over lapping port
allocations



Monitor Panel
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Figure 2-3

The monitor operation from the navigation window displays all of the current users and
port allocations. The “Ports Count” show the current used ports for the user. The Ports
Count can be refreshed by clicking the “Refresh Ports Count”. You can also manually
set a refresh internal by selecting the check box “Refresh Interval”.



3. Configuration of PAN TS Agent on PAN Device
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The PAN device needs to be configured with the following information:

- IP_Address: IP address of Server where TS Agent installed on.

- Port: TS Agent listening port which should match what is configured on TS Server.

- IP List (optional): Terminal server source IP list if the terminal server has multiple
source |IPs, max of 8 IPs.

The PAN device currently supports up to 50 TS agents.

4.CLI

CLI will add the terminal server configuration commands as follows:
* Configure terminal server agent:

admin@device-name># set ts-agent
<name> <name>

admin@device-name># set ts-agent agent1
+ ip-address terminal server agent ip address

+ port terminal server agent listening port
+ ip-list terminal server alternative ip list
<Enter> Finish input

* show terminal server agent status:



admin@device-name> show ts-agent

> statistics Show ts-agent statistics

> user-IDs  Show ts-agent user-IDs
admin@device-name> show ts-agent statistics

IP Address  Port Vsys State Users

10.1.200.1 5009 vsys1 connected 8
10.16.3.249 5009 vsysi connected 10

admin@device-name> show ts-agent user-IDs

User IP-Address Vsys  Port-Range
test1 10.1.200.1 vsys1 20000-20500
test2 10.1.200.1 vsys1 20500-21000

21500-22000
test3 10.1.200.1 vsys1 21000-21500

TS Agent may need to lookup PAN Agent data to get the group information for a specific
domain user.

* Other CLI commands:

The PAN Agent “enable-user-identification” and “user-acl” configuration command also
apply to TS Agent. This means that if user-identification feature is enabled, both PAN

Agent and TS Agent feature will be enabled. For these commands, please reference the
PAN Agent function spec.



