Introduction: Hello my name is Mike Lutgen, I have been working for N’compass as a Technical Engineer for almost 2 years now.  In my time at N’compass I have worked with many customers during many installations and troubleshooting sessions and because of that, have been able to gather a great working knowledge of many products that we sell and much more.
About Today’s Session: Today I am going to be going through the many ways of configuring User Identification in Palo Alto Networks’ NextGen firewalls.  I will be muting all lines, please click the raise hand button in the meeting controls if you have a question, I would love to take quick questions during my presentation please ask whenever you feel like it, although I would ask that you please save lengthier questions until the end.  I will be checking for raised hands occasionally, if I don’t see it right away I apologize.
	-Reasons for identifying users
		-Allows us to manage where our users are going and secure our network
-Increase business productivity by preventing users from wasting time on non-business activities (e.g. only allowing marketing access to facebook)

	-6 different ways to identify users on our networks and each have a specific use case
-Windows User-ID agent
	-For most Windows environments
-WMI/NetBIOS Probing
	-Backup for Windows User-ID agent
-Terminal Services agent
	-For terminal server environments
-eDirectory User-ID agent
	-For all Novell environments
-Captive Portal
	-For non-domain or guest networks
-Captive Portal using NTLM Authentication (NT Lan Manager)
	-Backup to Windows User-ID agent

Session: 
First off, must be SURE to enable user identification in the zone.
Windows User-ID Agent
	-Installed on domain member server (doesn’t have to be domain controller)
	-Needs a user account with read rights of Domain Controller security logs
	-Will cover user<->group mappings as well as user<-> IP mappings
1. Create user account
2. On 192.168.50.200 give correct permissions in Default Domain Controller Policy (Computer Configuration->Windows Settings->Security Settings->Local Polices->User Rights Assignment->Manage auditing and security log)
[image: ]
3. Run gpupdate /force
4. Install PAN-agent on 192.168.50.202 and set service to run as test1
5. Configure PAN-agent on 192.168.50.202 and then Save and OK.
[image: C:\Users\mlutgen.NCOMPASS\Desktop\pan-agentconfig.png]
6. Check group mapping in PAN-agent and verify user identification.
7. Configure on 192.168.50.25
[image: C:\Users\mlutgen.NCOMPASS\Desktop\pancon.png]
8. Commit
9. show user pan-agent user-ids

NetBIOS/WMI Probing
	-Used to back up security log identification
	-NetBIOS – No configuration, but less reliable
		-Probes every 20 min by default
			-Changed at C:\Program Files\Palo Alto Networks\PanAgent\config.xml
			-<timer-netbios>20</timer-netbios>
			-Restart Service
	-WMI – Pain to configure but more reliable
		1. Add WMI Control snap-in to MMC
		2. Right-click->properties
		3. Expand CIMV2, right-click and hit security
		4. PAN-agent user must be allowed “remote enable”
[image: C:\Users\mlutgen.NCOMPASS\Desktop\WMI.png]

Terminal Server Agent
	-Assigns an outbound port group to each user
-As long as agent is installed as administrator, other users can't stop it. 
-Without reboot, will only identify new tcp sessions, won’t identify existing sessions
1. Log in as Administrator on terminal server and run the installer
2. Open the configuration page and configure
[image: C:\Users\mlutgen.NCOMPASS\Desktop\TSconfig.png]
3. Click monitor to verify settings are working
4. Configure 192.168.50.25
[image: C:\Users\mlutgen.NCOMPASS\Desktop\tscon.png]
5. Commit
6. Show user ip-port-mapping

eDirectory User-ID agent
	-Must be installed on a Windows machine, on a member of the Novell domain is preferable
	-Will only log IP<->user mapping, but as Novell has process for logout, will remove as well
	-LDAP must be configured for group<->user mapping
1. Install the User-ID_LDAP agent on 192.168.50.211
2. Configure device listening port (default is fine 5007)
3. Configure edirectory settings and commit
[image: C:\Users\mlutgen.NCOMPASS\Desktop\edirectory config.png]
4. Click on monitor menu item and verify mappings are there
5. Configure 192.168.50.25
[image: C:\Users\mlutgen.NCOMPASS\Desktop\edircon.png]
6. Configure LDAP server
[image: C:\Users\mlutgen.NCOMPASS\Desktop\LDAPConfig.png]
7. Configure LDAP Server in User Identification, nothing required other than name, LDAP selection, and update interval
[image: ]
8. Commit
9. show user user-id statistics, show ip-user-mapping

Captive Portal
	-Several different methods, transparent (legacy), redirect, certificate-based, NTLM
-Transparent, redirect, and NTLM require a certificate from a trusted root to not get error message regarding certificate
-Firewall must be inline with a layer 3 interface
-Using local user db for all except for NTLM auth
-We will be using a certificate generated on the PAN device for this demo
1. Generate certificate for use
[image: C:\Users\mlutgen.NCOMPASS\Desktop\certificate.png]
2. Create local user account 
3. Create authentication profile for local login
[image: ]

1. Transparent
1. Configure captive portal settings in User Identification (leaving default settings is recommended)
[image: ]
	2. Configure captive portal policy in Policies Tab
[image: C:\Users\mlutgen.NCOMPASS\Desktop\captcon.png]
	3. Commit
	4. show user-ip-mapping
2. Redirect
-Allows for session cookie and roaming, not requiring users to re-login because they close their browser
	1. Enable Response Pages on Interface Management Profile
[image: ]

[image: ]
	2. Configure Captive Portal settings in User Identification
[image: ]
	3. The same Captive Portal policy will work for this
[image: C:\Users\mlutgen.NCOMPASS\Desktop\ncaptcon.png]
	4. Commit
[bookmark: _GoBack]	5. show user-ip-mapping
3. Certificate-based
	-New in PAN-OS 4.0
	-Not showing because don’t have PKI infra in test lab
	1. Import server certificate as trusted root
	2. No Authentication profile required put PKI server cert in client certificate profile
	3. Also a redirect
	4. Commit
	5. Show user-ip-mapping
4. NTLM authentication
-Requires PAN-Agent to be installed on network and configured in firewall, basing this on already installed
	-Requires authentication method, radius, ldap, kerberos
	-Backup for PAN-Agent and NetBIOS probing
	1. Choose a name for PA portal and certificate should match exactly, create a DNS entry for this
[image: C:\Users\mlutgen.NCOMPASS\Desktop\DNS Config.png]
	2. Configure user auth server (must be tied to AD) using kerberos here
[image: ]

	3. Configure authentication profile or sequence
[image: ]
4. Configure Captive Portal settings in User Identification
[image: C:\Users\mlutgen.NCOMPASS\Desktop\NTLMCPconfig.png]
	5. Configure Captive Portal policy in Policy tab
[image: C:\Users\mlutgen.NCOMPASS\Desktop\ntcaptcon.png]
	6. Commit
	-Internet Explorer automatically will pass authentication through, Firefox can be configured

Wrap Up: That completes the 6 methods of identifying users on your network
-Windows User-ID agent
-WMI/NetBIOS Probing
-Terminal Services agent
-eDirectory User-ID agent
-Captive Portal
-Captive Portal using NTLM Authentication (NT Lan Manager)
Again, there are specific scenarios that exist where each of these methods excels, and some where all of them excel.  
This presentation as well as all supporting documents will be available at the N’compass event site www.ncompass-inc.com/events.html as well as my personal blog, blog.lukkynetworks.com.
I will be hosting a webinar like this one on different topics every couple of weeks, the next event is going to be Configuring NAT in Palo Alto Networks Next Generation firewalls, watch your email for registration information
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