Introduction: Hello my name is Mike Lutgen, I have been working for N’compass as a Technical Engineer for almost 2 years now.  In my time at N’compass I have worked with many customers during many installations and troubleshooting sessions and because of that, have been able to gather a great working knowledge of many products that we sell and much more.
About Today’s Session: Today’s session is going to be about implementing NAT on Palo Alto Networks firewalls and common reasons and needs for doing so.  I would love to take quick questions during my presentation please ask whenever you feel like it, although I would ask that you please save lengthier questions until the end.  I will be checking for raised hands occasionally, if I don’t see it right away I apologize.
	-Reasons for using NAT 
-Essential part of business today, especially with the lack of IPv4 public IP addresses
-Increased security-By changing destination/source addresses we mask internal resources
-U-Turn NAT allows us to decrease surface area of our resources by forcing all access through a single point

NAT can only be used on Layer 3 Interfaces, so we need at least 2 Layer 3 interfaces (this includes VLAN interfaces and L3 subinterfaces)
Common NAT Uses
	-Inbound (destination)
	-Outbound (source)
	-U-Turn between zones (source & destination)
	-U-Turn on same network (source & destination)
NAT Offerings
	-Dynamic IP/Port
	-Dynamic IP
	-Static IP

Session:
First up is Destination NAT, this is a NAT that almost anyone and everyone uses in one form or another, whether it be 1 to 1, Many to 1, Many to Many, 1 to Many, port forwarding.  Some of these are more common than others and that has to do with how many public IP addresses are available and what features are desired.
Destination NAT, 1 to 1
-Most common type of Destination NAT
-1 to 1 NAT 
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Destination NAT, Many to 1
-Only used in a small number of cases
-Many public to 1 internal
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Destination NAT, Many to Many
	-
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Destination NAT, Port Forwarding
	-Allows for maximum utilization of Public addresses
	-Helps if you only have a single Public address
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Next up is Source NAT

Source NAT, Dynamic IP/Port
	-Client will use next available high port on next available IP
	-Source port and IP are translated
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Source NAT, Dynamic IP
	-Each client will use next available IP in pool
	-Once all IPs are used, clients will be unable to connect
	-Source port is not translated
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Source NAT, Static IP
	-Standard for servers
	-1 to 1 mapping
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U-Turn NAT, Same Zone
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Table 59. NAT Types

PAN-OS Source Port Stays Mapping Size of Translated
NATType  the Same Type Address Pool
DynamicIP/ ~ No Many-to-1 Up to 254 consecutive
Port MtoN addresses
Yes No MtoN Up to 16k consecutive
Dynamic IP addresses
Static IP Yes No 1o Unlimited.
M-toM
P
Optional Tto-Many VIP

PAT





